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1.1 S
1.1.1 AR

JEHCR BOHAE TR IR A PR A CRRR “ REGEE VARG, B “R
BAAE” D REIGRAG W AE AU CH T IEARSSVFANIE) (1 H T IAUEAR 55
. 2012 #F, REGHE R TIERS RGEE FEx#MERRARN ZetEF .
2018 F, REIN(EHE T L0t WebTrust [Hbrz 8 THAIETAE, A2 EELREE
EEMARSTKT, AT R XFEEAME R L5 A SRS KA 2 A iRt 4k
GAE S RINTS S

1.1.2 HTFAIESFEN (CPS)

A CHET VISR - (AR CPS) HSMARSRaR &5 M 55 L AIE BEALES Bt & AT
f CRF MRS NS GalAT) ), JREf e iy (hie NRILAE B 1254
%) (ETERSERINE) « B CETUEIRS B0 B INE) Sk 2L
K, A CPS [FIfi#1h RFC3647 HIMEZRBEAT oS, B W] 1 R IEGHAE AT T & H A E b
5%, QAEAbHE. . B mAAEPRE AL S AR, LA MR SS . iR
AR _ERFEEAT ORbE, DLt INIETE B2 505 1 AR .

A% CPS JIT ) ik 1) P9 2538408 R BB 5 UE 15 5Emg (Certificate Policy, fiifik CP) . CA/H
Yasitdn (CA/Browser Forum) AT & Hrhic A< 1) Baseline Requirements Certificate Policy
for the Issuance and Management of Publicly-Trusted Certificates ( & #% “ Baseline
Requirements ” ).  Guidelines for the Issuance and Management of Extended Validation
Certificates ( f& #% “ EV Guidelines” ) . { Network and Certificate System Security
Requirements) (fifk “NCSSR” ) #EATAE KM HL A SLAI(E(E SSL FriE H. R E E
BRI RGO, IR RPEARGE LR AT SOl A AT 2T CPS. WA CPS 5 CA/



M YEA e Ix (CA/Browser Forum) & A IAH IS kR AERIYE H I 25 3B A —Z b 75, LA
CA/N R 2318 37 1E 2R A I RTE i

1.1.3 RBWBEIEH AR LM

RIBHAE HRTAE 2 MRIETS, 437028 vTrus Root CA 5 (RSA) . vTrus ECC Root
CA iFH (ECC) , HAMME CA TS CA, LIZBRITFED. REGWEH TR S
2k CAIET.

1) vTrus Root CA

REBGHAE vTrus Root CA UEF I # AL I% N RSA, MEHKEA 4096-bit; AR CA

T 3L CAIFT:
® vTrus EV SSL CAIET, EHKE A 2048-bit, 25Kk %K N RSA 2048-bit () EV
SSL k55 &5 AE 15,
® vTrus OV SSL CA iEi, ZEHHKEE N 2048-bit, 25 RZEHKE N RSA 2048-bit 1)
OV SSL Ir 55 #s KA+
® vTrus DV SSL CA ilEf5, ZHHKEAN 2048-bit, ZRZHHKE N RSA 2048-bit [
DV SSL k5548 K+



vTrus Root CA

(RSA,4096/SHA256)
25 years
e I e N\ e N

vTrus EV SSL CA vTrus OV SSL CA ‘ vTrus DV SSL CA

(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)
20 years \ 20 years | \ 20 years
. 4 .

EV SSLiT FIE$5 OV SSLiT FHEFS DV SSLIT JHHEFS

(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)

RSA = RERE

2)vTrus ECC Root CA
REWHiAE vTrus ECC Root CAE-B s id5iidy ECC, MREHPIKIEN 384-bit; JLAR

CA & 32 CAIEFS:
® vTrus ECC EV SSL CAEHi, #4HKE R 256-bit, 25K %K E N ECC 256-bit )
EV SSL k45 a5 KAk
® vTrus ECC OV SSL CAIE+, ZHKEN 256-bit, 25K EHKE )y ECC 256-bit 1)
OV SSL filk 55 #s Kk 55
® vTrus ECC DV SSL CAE1S, #YIKJE )y 256-bit, 2K %P E )y ECC 256-bit HY
DV SSL k55 & 2K k4.



vTrus ECC Root CA
(ECC,384/SHA384)

25 years
e I e N\ e N\

vTrus ECC EV SSL CA vTrus ECC OV SSL CA | vTrus ECC DV SSL CA

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

20 years \ 20 years | 20 years
o 4

ECC EV SSLiT M IEFS ECC OV SSLiT ik ECC DV SSLiJ JiE+H

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

ECC=ZiRERHE
12 XPEHSEH

AR CRBORAS AR RND) - CRIFRR BOME CPS. 4 CPS) , CPS
y “Certification Practice Statement” 455, fEASCHYH, CPS & [FT- A5 HE XS0
4 B A F A K

RIS EM T OID Jy 1.2.156.112535, {EAS CP H 45 2UEH 43 B OID Wi F -

1) EV SSL IE 5 3R BE X Gbr i1 . 1.2.156.112535.1.1.6.1;

2) OV SSL ilE P33R BE X R AR iRAF: 1.2.156.112535.1.1.5.1;

3) DV SSL ilE P55k BE X R AR iR AF: 1.2.156.112535.1.1.5.2.

T A RIS 42458 F CA/B Forum {5 B (1 508 4 R AR R4

1) EV SSLE-H 5B RRRFAF 2.23.140.1.1;

2) OV SSLEF: SEIE X RARART 2.23.140.1.2.2;

3) DV SSLEF: 5Em& 3 RARIAST 2.23.140.1.2.1,



A CPS F3A3 S SCHRA KAt 45 SCRRAS 5 A SCRRAS Y BIAEAT 05 30, BB PP SCRRCAS
i

1.3 PKI &25#

1.3.1 HTAERSYMA (CA)

HLFIMIEAR S5 LA (Certification Authority, [&iFR CA) F& AT A 15 2 BLRE RS MUK A £A
UEF RS, REWE R (PENRILHER7ELIE) « (R IAERS & 2 75
2 BIMSGHE, MRIEBSLIEE =7 B UEIRS U . RS @S 5 N E T 5 7
BT FARMUR B AR FEAEEC I IS TE IR 55 55 T B BN RS 2 2 5 &
e

1.3.2 EMHHE (RAD

ML (RAD AR CA EALEUEEMIERE, #UGEBHRIEE (T &0,
WAEBIEZEAE S S, SLHETT P ROIE S M A T SR BB AR TS, ST P AE 15 SR
REGEAEER T A&H CA A tsh, K BETHEE RA, AEATIROL RA.

133 iTH

PR AR BOE RAFUE B A &, ARG N B Bk . 308w
AR A, BHE AT & L ISRATE TS, AR IE BT 7 B394 E.
FEHTREAMA T, BFEs N IEBRA AR
134 KH

RBOAR BRI T R 92— DL A A5 AR Bk A R A AU 225 AROAIE 5 F) 5K
A MO AT LA R BOMAS FUEF 1T 7, ] A ZAEF T P .



135 Hfhz5%
HAthZ 5 B8 RS ) H T O E I ShHE AR 52 AR 55 1 Hoth 5244
1.4 B
141 BERREBRNA
FIBWAG 2K SSL RS #E 15, FZH T hri Web Wl si# Web Ik 55 2% 1 & 147,
UE BH WX 3k Py By Bl 3 95 5, BRIt SSL I e iE
RIBBAE 25 % 1 SSL IR %5 242K41F H 435 DV SSL (Domain Validation SSL) iE+f5. OV

SSL (Organization Validation SSL) #EF5#1 EV SSL (Extended Validation SSL) k15, 1T
PR DUARIE SEPR R 2, [ 32 R WA o g SR FHAH N A id RS2 A,

1411 EVSSLIEf
EV SSLiET5 (Extended Validation SSL Certificates) , B4 JRIGIF R4S 2%iE. EV
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R B IR AR AR FIPS140-2 FRAERIAH S E . H T SN T A
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RBAS 12 PR SR BN B 2K IR CAERMF S CAIES A, 1T/ A
T3] R BAE B R T 38R CAIEF AT 2 CAEF .

6.1.5 BHAKNKE

RIS AT PR E A BHK A 2048 fi28k 4096 i) RSA %4H, A
256 frEk 384 fiiff] ECC %Z4H., 2545 1M sha256RSA. sha384RSA, sha256ECDSA. Al
sha384ECDSA.
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LB E B I ATRIE LT, FANEEG RN PIN D, A Rext FARHHET %40
W R A, IR OBLE 70 F 3 B A AE B L D3 1 DR IS AR o o
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KIBWAEET CSPRNG A K N2/ 64 A AR FIHERIIE B 55 .
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UEFSAF 5 X.509 V3 BRIt 2, FRAME BAF AL A A A

7.1.2 ERYREW
B URE T N AP FE IS 25 40 Rk -
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R #B0]. A /AT NS B R B WK, @A
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EVGL H1 25 9.2 Z 15 R
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PRI AR | I AR A | BRI EARRA Ry i
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= CRL KA sy R I, RAT YT, T
W7 PTIRYE Y | AR Y R TR AL )
TR AL AP | HuE RO PR %k CRL.
% CRL.
WURMLEG | £ A TR AR OCSP | A5 T A& ) OCSP
15 25 M 7 H AL M 157 b AL
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BE TIUREIERR | B8 TAUKEER R
Uy [ Hbhk )ik, (accessMethod
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1.3.6.1.5.5.7.48.2)
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KA AR TRM | AT TR | JE0d R, HHMHE
Mig. X+ CAIET | Hi&. X+ CAIUETH | A Digital Signature, Key
RIS, 20N | BV, Z50kok | Encipherment (a0)
RKEY e YR,
ETSERLAG | UE AR H BHANS | R R A H BRI | R A AR A H AT
B[] A, f¥H ], & H ], 4 H
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00
HERZ L | UE PR IR, | AR E AR, | RS B 2R Rk H AT N
B[] A, f¥H ], & H ], 4 H
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00

713 HENFRRRFF

KRB 2 KB AR S
sha256ECDSA. il sha384ECDSA.

S5 R 1 bR IR 5 N sha256RSA . sha384RSA .

714 ZHER

TR 2 R HOE T 4 B2 M0 SR A 4 4 RFC5280 MUK, HLAG 4 CA/B
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THE o
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THE o
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RIBOAE E %K CRL, BT P AT B AR A .
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RIBAT WIAE TS R A 51 R AT A X500 v2 AR A Kb 2R
722 CRL I CRL % B¥ B

5 ITU X.509 F1 RFC5280 #il & — %L .
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X M CRL X.509 V2 fAS

® K pk, KBNS sha256RSA A1 sha256ECDSA %544 5 ik .
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® MRE: fHEZKHMEI DN, HEZR. &, . P, SO R 4 5% H
o

® LA F85E — AN HH/TAIE, FH AR BIA CRL AR U [A] o

® FHITRFIA]: i — AN HIETEME, F DGR —ik CRL KEE A i (8] Azt
EHG LRSI

® MFHIERFIR: HECLMEIIERIIER. AFIR D &G U F )5 FHE 3
o4 147 I AN ]

o F R B RM (Authority Key Identifier) : ASIiFRIEFRIGIELE CRL F2&
ZATFER . ERedon A — CAME A F % 8.

® TR EABIE (Next CRL Publish) : f&7&—/~H M/ EE, FHLARE Tk
CRL 5 A AT N ] o
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KBS NAE R Gt OCSP A%y, 25k 1) OCSP Wi N 7554 RFC6960 Frifk, Zprif

5B ST — FhRAE 3 SRAN I S AF B B IEFIRES

731 &S

RFC6960 & X ff] OCSP V1 il A,
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7.3.3  OCSP &R fm piab 3
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—/> OCSP i KRB & LA N HE: WA IRSFESK . HARUEFbr R AT i 9™ e 10
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BAEB. . KA. BIEEEHUR > H

® [n| S iRIE M RRA

® 11 7 fil 55 25 44 FR
oV SR B 1 A [ 2
M) 7 7= A [ B ]
Gl

® A FILM RAR RS S

® X} A5 15 B G 454

WA HE, OCSP IRF5 42kl —MHEHE B, XEHRNRE B RA RBUMEIEHE K
HEHNZ L HEHE BT R -

® K IEARALIER (malformedRequest)

® P4 CinternalError)

® i5HH/a Hik (trylater)
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® KIZM (unauthorized)
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i, WEER A AE MR QT B
AT .

EV SSL

LI 28 =05 5 B A e A W BB B 5 4
AL 04 2 VS T AT R SR A LE AL 5 A7
fE, BATE MHBURIR A AR (¥ 4 5
i

2. RBWAERKZIRA CPS 3.2.2.1 R %
R, 6 HHEH A GG BT S
FERRAAT P HEE TR G A R CIT SR
VAR

3. RIBWEHIL A CPS 3.2.2.2 X HiiE#
g BITTE | ST S
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4, REEERIZIEA CPS 3.2.2.4 HiH 4
SSAUE TV, AR IR IS4 1 A A A
FAAL o 244 FH B AL A, R Bk B2 fAE 13
R —PIBENLE, 2B A SOH A
it 30 K.

5, RIBUAE KA IT B UE A b 51 H g i
I WSS =07 e AR Wt 5 S, A
T R3804 #AE o R X 3l 5 B R R i 3
A4 E e AU Rt A5 B R A B, E R R
AT AHEAE

6, EVlE-15HI1E AR {3 o i B A R A 2l
TR F AR 2R MEAE BV E - H1iE
BB SCRF G SR HEAE )

7, KBGOGB A CPS 3.2.5 HEK,
BAIE S FRIE AR T A B4 AL

8, KEMIESHRIE CPS 3.2.2.8 fE kA& 7
CAA L.

9 KBNS KERTIT (VR R i N 5515
B5 BRI H O i KUK i
REATXHE, 0T R — JULE e XU FR 7 22
Y s 28 3o B ) B A% AR IS AT 25 K AR
dn, FIT PAERA R, IEBIERA Tl
s VT R 1 SRAS JETE e AU HR 1
BRI BAERL By, REIER 4
FAEEAME QT PRI .
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10.2 M#EB: CA EBEE

*EE:B%‘JE\=

WRA4# | vITrus Root CA vTrus ECC Root CA

e CN CN

H iTrusChina Co., Ltd. iTrusChina Co., Ltd.

HHAH4% | vIirus Root CA vTrus ECC Root CA

755 43e37113d8b359145db7ce8cfd35fd6f | 6ebabch9aab3be983967a2d26bad3beb6d
bc058d45 1cd6da

BHRH | 254 25 4F

o 4h H | 2018-07-31 15:24:05 2018-07-31 15:26:44

A

F ) H | 2043-07-31 15:24:05 2043-07-31 15:26:44

A

Bk RSA (4096 bits) ECC (384 bits)

SHA256 8A:71:DE:65:59:33:6F:42:6 30:FB:BA:2C:32:23:8E:2A:

B4 C:26:E5:38:80:D0:0D:88:A 98:54:7A:F9:79:31:E5:50:4
1:8D:A4:C6:A9:1F:0D:CB:6 2:8B:9B:3F:1C:8E:EB:66:3
1:94:E2:06:C5:C9:63:87 3:DC:FA:86:C5:B2:7D:D3

2 44 | sha256RSA sha384ECDSA

%

FCAEE

iE 5 44 | vIrus DV SSL CA vTrus ECC DV SSL CA

i

ESE CN CN

H R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

4 | vTrus DV SSL CA vTrus ECC DV SSL CA

Mmik# | virus Root CA vIrus ECC Root CA

EilR= 5663ede2e84aad4f80afalfeldab784f | 17ba09a81f8e368368c25ebelce3abf284
ec000c9b 839ded

R |20 & 20 4
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it a5 H
L]

2018-07-31 15:35:45

2018-07-31 15:43:31

P # H | 2038-07-31 15:35:45 2038-07-31 15:43:31

A

Bk RSA (2048 bits) ECC (256 bits)

SHA256 SF:7E:8B:4A:8C:11:BA:F2: C9:7E:36:CE:BF:15:80:AB:

¥e4r CB:E6:45:9B:47:FD:B6:D5: 1B:DA:D6:1C:1D:53:B0:5C:
0C:02:85:C4:A9:94:F4:EE: 75:81:9E:85:D9:37:21:4B:E
F2:FE:51:60:AA:0A:B7:8A 6:84:C8:59:B2:2D:45:E0

2 44 | sha256RSA sha256ECDSA

%

iE 45 44 | vTrus OV SSL CA vTrus ECC OV SSL CA

i/

e CN CN

2H R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

i 4 vTrus OV SSL CA vTrus ECC OV SSL CA

mikZ# | vIrus Root CA vTrus ECC Root CA

¥ 45 1fa43d72635e7bt38135eef39ccfc9dd | 6dalodf12fabb62cebl173c46bcaa9ta90b
3477986 eed246

RN | 20 4 20 4F

#us H | 2018-07-31 15:33:57 2018-07-31 15:41:18

A

F) #] H | 2038-07-31 15:33:57 2038-07-31 15:41:18

A

Sk RSA (2048 bits) ECC (256 bits)

SHA256 A5:3B:5C:9B:B5:AD:92:70: 23:58:1E:F1:92:1D:F2:F9:2

84 3D:C4:F7:7F:E6:4D:91:3A: 9:0D:BA:0D:4D:4F:48:A9:
23:9F:D3:72:07:3A:48:E2:7 TF:98:AE:AE:FB:5E:33:50:
A:04:81:58:0A:56:37:C4 B3:F7:05:82:E8:CD:BE: 78

2 4 | sha256RSA sha256ECDSA

%
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iE 45 44

vTrus EV SSL CA

vTrus ECC EV SSL CA

i

ESES CN CN

ZH R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

iH FH 44 vTrus EV SSL. CA vTrus ECC EV SSL CA

Mk | virus Root CA vTrus ECC Root CA

755 7d746ea36e2136270e8fc2e2456d229¢ | 302282d66df3b37a7fbbf373d4ae8e7che
b90c80b7 125376

BRI | 20 4 20 4F

o 4h H | 2018-07-31 15:31:06 2018-07-31 15:39:20

HH

F # H | 2038-07-31 15:31:06 2038-07-31 15:39:20

A

vk RSA (2048 bits) ECC (256 bits)

SHA256 F3:AA:6D:71:2A:15:F6:3F:83:50:80 | BD:30:C0:D1:E7:AC:B8:3E:FC:4F:5F:6

¥eor :49:79:DB:54:24:19:A6:1B:2B:1D:2 | C:62:F8:F3:A5:79:BA:B2:75:27:AF:AE
2:E7:56:C4: 17:AB:FE:8D:74:A3:CA | :66: 6C:69:6C:3A:86:71:75:F1

2 4 | sha256RSA sha256ECDSA

%
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