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1. SRR
1.1 &L
1.1.1 AR

R RBOAE B TR SRS AR AT CRR “ REGUEBFIIEF 07, BHER “R
BRAE " D, SR E RS T AE B (R UAIEIRSS VERTE) 0 f - UIE R 5L
o 2012 4F, REGE R TIMERS RGES T EXFELERRHNNZ e HE.,
2018 4, KBS E. T WebTrust EBRIANEMRA SR, AR bRbrdEb s 8 & B IR %5 7K
S, NPTIRE L R EAE RIS B 22 AT A SR R T R A A AR R A BRI B AR
k%5

1.1.2 HTFAIESFEN (CPS)

A CHET YIRS R - (AR CPS) HEMARSRaR &5 M 755 L AIE B AL ES Bt & AT
f (RIS RS GalAT) ), JREfl e s (hie NRICME 1254
%) (ETERSEFINE) « B CETUEIRS B0 B INE) SR 2L
K, A CPS [FIfi#15 RFC3647 HIMEZRBEAT oS, B W] 1 R IEGHAE AT T & H 7 ek
5%, QAEAtHE. k. B mAAEPHER AL S AR, LA MR SS . iR
AR B AT OREE, DLt INIERE B2 505 1 ARG .

A% CPS JIT ) ik 1) P9 2538408 R BOBAS UE 15 5Emg (Certificate Policy, fiifik CP) . CA/H
Yasitln (CA/Browser Forum) AT & Frhic A< 1) Baseline Requirements Certificate Policy
for the Issuance and Management of Publicly-Trusted Certificates ( & # “ Baseline
Requirements ” ).  Guidelines for the Issuance and Management of Extended Validation
Certificates ( & #% “ EV Guidelines ” ) . Network and Certificate System Security
Requirements (f&FX “NCSSR” ) #EATL K MEHLAILAT(E/E SSL B riE . & 76 Th E
IFEREHEMY, EV Guidelines H AR UE R ARVAR, REGKAERIBE CAN &R
e RIBORAE EWEE L EFRHO, IR R SR E AT FT A 34T 4217 CPS.
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HA CPS 5 CA/NMZsitts (CA/Browser Forum) %A [HAE JChRVEFRIE H 1) 2 G A —
Uy, TLL CA 28 1837 1E R AT KRR TE W HE

1.1.3 REBWBEIEH A RLEM

RIBAE BHRTAE 2 MRIETS, 4379028 vTrus Root CA iE5 (RSA) . vTrus ECC Root
CA iFH: (ECC) , HAME CA F&HZ CA, LIZRITIER. REWE AR K INE
2 CAETS,

1) vTrus Root CA

REBGHAE vTrus Root CA UEF I # AL % N RSA, MEHKER 4096-bit; AR CA

T 3L CAIFT:
® vTrus EV SSL CAIETS, ZEHKE A 2048-bit, 25Kk %K FE AN RSA 2048-bit [ EV
SSL k55 &5 IE 15,
® vTrus OV SSL CA iES, ZEHHKEE N 2048-bit, 25K ZHKE N RSA 2048-bit 1)
OV SSL Ir 55 s KA+
® vTrus DV SSL CA ilEf5, ZHHKEAN 2048-bit, ZRHHKE N RSA 2048-bit [
DV SSL k5548 KiE+



vTrus Root CA

(RSA,4096/SHA256)
25 years
e " e N e N
vTrus EV SSL CA vTrus OV SSL CA vTrus DV SSL CA
(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)
“ 20 years “ 20 years | \ 20 years
o 4 o 4 o
EV SSLIT JHiE-$5 OV SSLiT FIE$S DV SSLiT FHIE+S
(RSA,2048/SHA256) (RSA,2048/SHA256) (RSA,2048/SHA256)

2) vTrus ECC Root CA

RSA = RAERE

KBS vTrus ECC Root CAE-B s ig5iidy ECC, MREHIKIEN 384-bit; JLAR

CA & 3 M2 CAIET:
® vTrus ECC EV SSL CA i3,
EV SSL x5 a5 KAk
® vTrus ECC OV SSL CA i1,
OV SSL Iz %5 #% KAk
® vTrus ECC DV SSL CA i3,
DV SSL k55 &= 2K k4.

SEHK E Ry 256-bit, &R K E N ECC 256-bit ]

KN 256-bit, 2R KN ECC 256-bit [

HYPIE Y 256-bit, 2K PR EOY ECC 256-bit [



vTrus ECC Root CA
(ECC,384/SHA384)

25 years
e " e I\ e N

vTrus ECC EV SSL CA vTrus ECC OV SSL CA | vTrus ECC DV SSL CA

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

20 years 20 years 20 years
4

ECC EV SSLiT S HEH ECC OV SSLiJ 1 IE$3 ECC DV SSLiT FHIEFS

(ECC,256/SHA256) (ECC,256/SHA256) (ECC,256/SHA256)

ECC =% iRERE
12 XRIEHSERR

RICRIFRN (RS A BRAE AT RN & BN Y CRIFR R B fE CPS. &
CPS) , CPS}y “Certification Practice Statement” K455, fEARIH, CPS £ T-AFi
H S SISO 44 B/ FH3E FH 44 R o

RIS EM I OID Jy 1.2.156.112535, TEAN CP H 45 2UEH4- B OID Wi R -

1) EV SSL IE 5 3R BE X Gbn 0. 1.2.156.112535.1.1.6.1;

2) OV SSL ilE P33R BE X R AR IR AF: 1.2.156.112535.1.1.5.1;

3) DV SSL ilE 155k BE XF AR iR AF: 1.2.156.112535.1.1.5.2.

TR AS RIS 42458 F CA/B Forum {5 B (1 508 4 AR R4

1) EV SSLE-H 5B RRRFAT 2.23.140.1.1;

2) OV SSLEF: SEIE X RARAST 2.23.140.1.2.2;

3) DV SSLEF: 5Em& 0 RARIAST 2.23.140.1.2.1,

A CPS A JESCRRA KA, RIS PRIE H 98 SRR AAE BIGSE i A ] o
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1.3 PKI 25#
1.3.1 HHAERSHM (CA)

HFIMIEIR S5 ML (Certification Authority, [&FR CA) $i& AT 15 23 BLREIE MUK A 81
IER R SER . REBEZRE (hE NRIEMERFE47E) « CRFIAERS & )
) MIARSCILSE , ARSI = R TAE IR S LA . RIS @i 45 N FE T2 5 i
BN TT EARMUR BT P AEE e P E AR 45 25 F B oh s FAMIEVSE s 3 5 &
e

132 HEMHIHE (RA)

EMHLE (RAD AAR CA EALEUEEMIERE, #VGERHIEE (T &40,
MAEBEELEUE S HE,  HEAETT ™ BOIE S R A TS SR B EL R M AFIE 1S, HELT P RS S8 i
REOEASER 1738 CA A tash, K BEATIHE RA, AR AATIROL RA,

133 iTH

WP MR BOAE RAE B P e, WA A WU, BBt . 1Tl
i B[R RS, BRI U T & LA UERAFIESS, RS/ NIEIT 7 1 5HE.
EHTEANMAT, B N IEBRa AR .

134 KHH

RBAS IR T R — B TS Y S A5 AR B B AU 25 ROAIE 5 1) 5
A MO AT LU R BOAR FIEF 1T 7, A ISR IEF T P .

135 Hihz5%

Hotth 2 53 2 18 9 R I LT DRSS B SR A O R 55 i FeAd Sz Ao



1.4  FBNEH
141 BEHRRERRA

RIBIHAEZE R ) SSL ARG #SE+:, T ZHI T AR Web Rl 5 Web il 55 25 1 & 47,
IR (90t 1 B 3 B B ot At SSL i iliE .

KIBWE 28 R I SSL AR 4528 251E 1540 DV SSL (Domain Validation SSL) iE4i. OV
SSL (Organization Validation SSL) 1iEi#1 EV SSL (Extended Validation SSL) iE15. 1T
FUAT DIARSRE SEBR 7R B, H 32 I WAtk 5E SR FHAE A 38 AR 2R 2

1.4.1.1 EVSSLiFH

EV SSLiE+: (Extended Validation SSL Certificates) , BI¥ /@I uEAY R %548 1UE. EV
SSLAUEAS A AR IAETE B bR iR B34 B By, LIS A I8 R U Sy . Lg%
1k 6 J B T A R JEORE 28 R EV AR, ¥RIZIE B T & 1E BB SEE 8, IF
HEZE 17iES Bl S S0 %S0 F . EV SSLAES Al SEBL M s HL 2 A5 B2 P&
oA ki B 73 ) S8 AIE T BE

1.4.1.2 OV SSLIiEH
OV SSLiE+5 (Organization Validation Certificates) , B[l 75 B0&IF [ 3% T J8 AL Fy L 52
S Hbr#ER SSLAEFS . OV SSL k15 ] S W b AT 3 45 S5 s LA B X sl B 73 HA) B 11 1
RE.
1.4.1.3 DV SSLiE
DV SSLiF+45 (Domain Validation SSL Certificates) , B[ B8 Rk k 44 AT LI
5 SSLAEF. DV SSLIEFs RS2 4 Rl 2 5 B RN Thge -

1.4.2 FRHIEEFRH

R BBAE A A K SSLAE-AE LR Lt 52 2 IR, R ae R T P AR A 44
S0y iE A g



SofFAE A ) S F R A CPS FR & N HYE L, B AN 32 A CPS 1747,
143 ZEREH

R BT P AU (AT 5 478 LB A A o e R Sl VR OB IR [ 5 22 e N R 8 1 A
HY, AR IR T A e Ny B A, A5 U ER e B VA R R BT P B AT R [FI
FAAUEB AT T AMTHEA T AU T a5 i i 8o, sUH T 285KBs
e IVQIEZ/RE P ] 3 e U (N ANV N T GER 2 N e Shtab i ol ] P v ol
HARGEH, POVERERHEEA A e BOET . A G053 B0™ E IR

15 FHEH
151 SRESSCRYE BN

A CPS (BN R RIBINE Z A RIKEE e, BRI
S SEET. PRIEA CPS. KBNS M2 42 SRIK 2 oz > /N
A R A AL R AR EERERHMR.

M ARG R AR B R R, B AR & A EATE
“IA&” Ja, BLAR CPS AT A ki@ .

AR TS SCRS A5 A R 25 %5 H o AR thig B8 B0 ) 40 5t .

H
o
“H

152 BERA

RIS K %8 HEF TR M 55 BT St A% PR R AR 45 1), 48 e B T TSR T T ST A G R
o ATATA L CPS i, . &4, #nT DA% LN 7 AT EC R
T SR T B R BT A O I SRS SCRY G KB 2IME 46 itrus_cps@itrus.com.cn, B EFiE

inig

03 R B LT 45 IR 55 A B ]

e N R LA E JL 5 g X R i\ B 7 5B 4 54 4 )2 (100085)
HL {55 i%: 0086-010-50947500

fEE 515 0086-010-50947517/50947516
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B 7ML :  https://www.itrus.com.cn

WP, KT, S SR R A A B8 =07 m] DA R R PR A S I R, F
P, RS FIAGAIESS B #5155 A https://www.itrus.com.cn/repository
FARAE IR v Bk 45 b (Certificate Problem Report) fUEIIES, ARG AELIET R IZSE

support@itrus.com.cn.

1.5.3 E CPS &4 CP HIbLK

KRB %4 TG 2 51 2 78 SRS | E ) L ENUA, MR ALHEAR CPS. REAR
CPS /& 45 & R BE CP i s BB LAY o

154 CPS#ERERF

A CPS HHRBINAE % Hig T2 CPS iS5/t Jmth], Z%/NH I L5k
WEE R, KizTRASMAEE, IERXIERBOIE B 7 M E A

A CPS RYE E KX IBUSRE M . BoARZER . M3 K IEIE LA & CAIN W 888 1z

(CA/Browser Forum) & A7 [ Baseline Requirements. EV Guideline. NCSSR )i #3k

BB, 1 CPS 9w 5 /NMRIEAH GG LA E CPSIBIT A, AL 2 RIRZ &
%, GuTAStlEfs, BT . ERAATKE . AR A BT iE s, FRIERAER
S AR B R A

P IEZURAT ) CPS FRAK RS (R VGIEIRSSE BELINED) e, X AMAATZ
HE I =+ H 2 A m T AE B & 2.

16 EXAHEE
161 EX
A X
LRI 2 UATIE R 255 22 7 S5k e M 2 4 LD I CPS— B e s L
1



https://www.itrus.com.cn/
https://www.itrus.com.cn/repository
mailto:然后发送至support@itrus.com.cn
mailto:然后发送至support@itrus.com.cn

HLFAEAR S5 B

Certificate Authority, R IEFINIENIY, RMKRIET 5L
f$ o

EMHLF (RAD

T A BAE A I B ANEIT P ARSI R, TR Z 3R 545
EARSS LN, R 2RSS B & S E L RE I S id, S50
UEAS B B AT B AR IR AN, AR BRI IE S AT K
AR LT YA AR S5 B U E SEOFTIE 5 B B I S

UEFSSKRmS (CP)

— BRI, AR IR MR e B ecE B
R F) 22 4 it SR A LT R s P e 9, — MRk B CP T
DA I RS A5 3 4500 R Ak 2 b 52 i 2h 1 2 5
07 BEREEE E O v R A I AR 55

RN SN (CPS)

R RAHIEFS B . MUk . B BRI F ARV BEHE SR IR 4 3
M2 —.

INIEER 1% (Certification

Path)

—MEFRREBFY (BEBRETRENRIAP) , il
KB IZ 7 51 R] FRAT AR 0 R~

fﬁﬁ§ﬁ<%my BT SR 015 8, T 5 CPAT R4t ] B FL 5 X 500 15
. % BT AL 4 T FHCPS SRR X URL ML, 07T
B b 4 08 PR AR S0

SR FRH R BRI 4 B 2 4, V45 A 4,
A

e AT 4RI % 4 A AT 4 4 MR T B
RFE.

Ao i TR N R G T AT N R
RS R T4

BFEEA S AR FEAT T4 B TR T LA A B 3R LA B AR A
4 LS T SN

B

FEARFE T L TR A A IEIE P B LT 2 A (S AT
KGN -




A CRTREAHIES | AR TSR REP RN, R 5084 N SEh
LER FRERITFRT . Imid S HE .

N (LT 42 I E S FEFEVT IR IR A TR A4 BB

2p)

L MR T AUE IR S WU OIE T SR, MagAkoMIE i Rra A,
FER TR NS, TR TSN

s A S SLSR 92, 76 PR R, B T464
WHTT o AKHGTT A LA A DAA R —NT

162 %5
%5 L% o SCR
CA Certificate Authority H T YIEIRS VA, IEBmA
IR

CpP Certificate Policy IEFH S

CPS Certification Practice Statement HE I E L 5 H )

SSL Secure Sockets Layer e Z il

CRL Certificate Revocation List HE RN 5 %=

LDAP | Lightweight Directory  Access Protocol I H RV B

OCSP | Online Certificate Status Protocol TELRAE TR S BN

PIN Personal Identification Number NN E AR B

PKCS | Public KEY Cryptography Standards N BRI b e

PKI Public Key Infrastructure N L SR e

RA Registration Authority W AZ R S A LA

RFC Request For Comments ERVEERE (—Fh BB R

WHRTED

-10 -




2. BRRMEEHE
21 [FEAE

RBOWAS A5 B ARG LN A RS (CP) LRSS HN (CPS) .
P AR B3, HRAEPB AT 2% CAEF555

22 UIFEBHIRA

RIS E B J7 WG https://www.itrus.com.cn/repository & Aiifs EUZE, 1% Wk 42 R Ja i
BERAFTA G BRET., HAN. RAUERIEYE.

TR IBSAS PRI TIE M 250 0 AT AR JBR A5 R B 7 IRl SR E R g (5 B2 F 5 h 21
(CRL) FIAELIEFIRSE MRS (OCSP) , T 7 BiAR #i 7 7] S 25 03 4 (1R 2545
£

PIANNNC

A, RBAE WA MR A T SR I A PT RE A TR 2N AT 15 B kA
REWEH “itrus.com.cn” 1 “itrus.cn” 1 CAA TR .

2.3 RAHIRT A B A

FRIBIHAE 1) CP A1 CPS Wil i 5 B 7%24 3145 .

RIBEAF 2 /D84 KA — 1k CP Al CPS.

REGEE 2 € MR CA/B 123z BR Pr#ERIAR4L, JE A% CP/ICPS KAF& BR
HEM AL .

RIBHAS 2RI PAIEB—4 2 R B R] N #k, 317 ld s s 3R g A5 S 4 e+
HR 55 3l fUARAR DA R IESS,  Fi@ it OCSP SHIE FRAHEAT M) .

RBHAS A AT PE ) CRL %/ 96 /N R Ai— 1k 4 FF CAIEFH CRL &/
12 M ARA—R, WRAETF CAEBMEIEL, WRBIEE 24 N2 NEHRA
CAIEFH) CRL. {ERRIIENL T, 5 5 HAt P 25 B R AT IR [R) A0, b R B o
i P, PR RAZAR RIBT 1 mdn), JF B A E B SRR ER .

-11 -



2.4  (FEEWIEFEER

KBS S 2 P 45 2 LA RS 77 20 SR A W RISRE o R B (5 i D 4% 22 4
Bidr. RGULAWTE. 2 A G B IR 25 B A AN B A B (5 B AT R 1
andghn. MRk, B A E B

-12 -



3. HMiniR5%E5
31 wm&
3.1.1 ZBRRKR

KA AR B TAE BT A X.509 brifE. RFC 5280 AxifE. CA / Browser 83z BR &
EV Guidelines 23K . 3 BLgh il HREA & SR K5 4 (Distinguished Name) , RH
X.500 bRt 4 77 e RIBIREMR M SSL MRS #HIETS, Fra mig4 ek 1P Hhhik #5702
FGH A, BN ERA TR P bk, AU — AN B 3B 4 P AR A% TR 1P
k.

312 NBHRERHER

WIEBAERARAER —ERRREE S, K aE B4R, N
BB S IR 4 ATUAL DA I SRR IR R 28 AR SS # « BRELIRERAL , I HL AT DL Rt
JTRG e FEARIN A PR A VAR SR A SO E B K

313 WPHEABNA

A% CPS BTl iE 5 BT P AE AT UE 15 H 1 B A B A T 44 B 44
3.1.4 FRMREAE IR AR

R R IECFE R A X500 V3 brife, B 44 4% =0 sF X.500 Frife.
3.15 ZARHIHE—:

FERIBIAS BTN, AT EEF R AR L AR R, B2 mE—K) . {HX}
FE—1T 7, KBS AT DA e — () AR T ) 44 N A R 2 akiEP .
3.1.6 BWHRRRA. EHMAE

RBBAE ANKAE S NI RIARE B A S AR 43
-13-



32 G HU
3.2.1 EEAHBERHAKGE

WEP B & D ARE A 5 T M A A R AL, IE B i 5 12 R AEE T i T
B a&Hs54 (PKCS#10) .

3.2.2 MM SR L K L5
3.2.2.1 ML G445

(R CBURNLA, S sfr2s) , 7B SCHERAIE TS . BE&IETS
R RANERI, B0y B AT A% I SR, ST R AL

1 AFAT 28 = J7 SRAEAIE I IZH S SEAFAE R BORE, 91 40 e BURF LR AT i ik
E (Gt EAADIE. CREHIREEE) . DU SN ] B 2R (1)
UEBHTORE . I HLTE L MRS R B SR AAIE B SR BSR40
FRME B SENE, HiE N2 115 320 AL DL S L B R ERAE NS .

2. R BOAS #4713 Ui 0] S I % & BUR HLA tH B8 ROc .

FRIBAZ I EaR 1-2 TS ) P 25 S0 A5 S B0 R 2L 2N LAG) PR b 1k T R 3 A 2
UIERSE

FEE XM IRK B ERAT XK L 5 RIS BURF H R BB S5 ST BOR BB A
A5 (0 F AT 2000 B IR SR AZ SEAT P RO (EASRAT PR S48 WA SR i [ B s
M, RIARERA NI I IE B AR LA . BAT7 0] LR N a6 2 & MU A 2
FEH LA N BOEE 5 =7 BRI ECR g BRI, 5 R AT S HL
LANIE Y i DN R DN IR VAL T S s

KBS AR IT 7 i IE R AFE, 2% CA/B ibI=H) BR /& EV Guidelines
AT A [ 4 B A 200 07 15

3.2.2.1.1 EV SSL ] /* &y i) %531

1) EV SSL ilFf i E K

-14 -



EV SSL Uk H1i5 R BE /& WEB IRS5asis4s, AAZHL TP Hhhik HiiE, $4 AN BE 3 id
[LEEE

2) EV SSL HUEH Ak L L S 4550

XFF EV SSLAEAS,  REGHAS R S ML B LR R 52 g3 (S5 A7 A2 AN

Sl AW RSN A g E A bR BRI, B8R R E ALY

G B AE b RN L

3) EV SSL HIEFS B &k 55 A7 FE A% 5K

KRBAE L LU AR5 202 — 30 e HiE N A Sk 55 1 8e

L ESEHIEA RERATE BEAR BT A O E D =5
i, CIIER RN, R HE AL S B R UG A 1R ER i 147
HIKT

3) EV SSL EF3 i il % 7 BLER

subject:organizationName (OID 2.5.4.10) 7B HH A & H 3.2.2.1 H ()77 U UE R F19E
R R AR

subject:businessCategory (OID: 2.5.4.15) FBH & L F #4782 —:  “Private
Organization” , “Government Entity” , “Business Entity” , or “Non - Commercial
Entity” ; 4 subject:businessCategory (OID: 2.5.4.15)FEtH & WA N “Business
Entity” I, iEHEAENMETRE 7, IERHIEANFRLEEARN, LAz “imxt
17 GO 17 AT 30

subject:jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
subject:jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
subject:jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3) 7B b, A&V EMLIA K
FNEEREX YO, REOEE ORI B BEAE B W BB A 0T B S5 UEAE BRI R

subject:serialNumber (OID: 2.5.4.5) 7B & 45—+ 25 A, REGIE AT
BT 3 2 VM s AE B W B A T R SR AR R P i

RBILAFI EV SSLAEH AEE OU 7B, A% DBA.
4) EV SSL AHZCHIE A bt Ay

-15 -



EV SSL UF- P HiE#H R BRI, I sfr, o FUASENIT T, HiEHe
WA a0 A

HiB N IR IP N B

BEAEN: I B A

BEN: HIHHIEE N

UEF FIEHLA PTHAL — N2 NS8O A€, RO R kT vl GaEad
3.2.2.7 A RHFRES R M AT HBIE) SHIENMER, Fedis A, s, SEA
(RN G2 3 AR o TR B K A TR 7 QG AE IE 15 R BT P il BB 4 N LSl
(Ve

5) EV $UFHR 5100

FEPTA AR R 7 e G, REOIE A — DA STIRERE BN R BT A
FF EVAET G MRS BRI, JRIEZE R EV SSL ET.

3.2.2.2 DBA/FN 4RI ]
ANiEH .
3.2.2.3 EHEBIER

PSR R AT 25 R IRIIE A5 5 R A 2 [ SR AR, R B A5 8 3 47 J vk v ) — F il
Z 57 AT IR IE -

(a) )\ DNS e H R LR 1P Mk By 42 18 5K

(b)HiF 44 1) CCTLD.

(c)ifid 3.2.2.1 Hh ¥ 7 VE BT BUR AL BCH A T A5 55 = J7 B VR A R I 8 i bk e
EMEZK.

3.2.2.4 A TIHHIARIL T
RIBIAE 0T AEUE T3 51 ) T B 3 AT B B B 36E . AR CABForum _b )%
K, REOAE AXT SN S Z IR RIER, I A 84 A SR IE AL AT 55 =

-16 -



TIIEAT o X TIRA AL, IR SEAR A BLRAT IR A ] . T AR BIRE AR, R
WS W ATE I PR 7 ORI A4 AL -

3.2.2.4.1 JEITBRA: . RS EHE A ARy OREBENUE, AR5 HR UM I BEHLIE )
B R, L S A6 FQDN FIETA L. BEMLE 220K 1% BIAR R A3 44 B R A 1 BT
R4 hk % 'admin', 'administrator’, 'webmaster', 'hostmaster's{'postmaster’, Ji[fi 2

(“@” ) ZJRIRERMIRA . BiESEms bk, (3 BR H 3.2.2.4.2 A1 3.2.2.4.4

iE A ATASPR)

3.2.2.4.2 L AE “/.well-known/pki-validation” H 3% FXF2)5E 45 Bk eksh, #
AT /%) FQDN I AR, (H4fs BR 1 3.2.2.4.18 HI A BAIEFMZD

3.2.2.4.3 J@IL7E DNS CNAME. TXT 8% CAA 10 & B A7EE CL & MBENLE, LLAg
WIT P AR A R BK: 1) RABUEA; 8 2) — RIS LA T R R IT LA
4. (s BR H 3.2.2.4.7 B3R I8 575
A AFHBLEJVESRAE T % FQDN BIBTA AL, CA AT Jy HAth A 5 19 9 45k 44 UK ViE
Foo MBHEH T RIEE AT .

3.2.2.5 1P Hulik I ARIAFIE H

M4 CABForum B3R, RIENAE AN TANA FriE M Reserved TP 28 RAUEF . KBS
W SHEUE TR S BT TP BT I AU IGIE . KBNS L 20E It LR 77 2RI TP
R :

3.2.2.5.1 W AE “/. well-known/pki-validation” H 3 FXf2)%EIE BT S5,
BT P TP f5s AL (K4 BR P 3. 2. 2. 5. 1 [f1 TP BF /i)

3.2.2.5.2 ML BRAF . KR BB A M AF T AL BENUE, AR5 H M A BEN LA 1
BRI R, BN FR S A TP ML BEAUE LUK % BIAR IR TP B R I HF HE A 3
b HAE SAGELHE R b CfkHE BR o 3. 2. 2. 5.2 (1 IP BHEINE)

3.2.2.5.3 i1t IP bk F R A 1P B4k 3RAG 5 TP Huhib RERAYIRA%, SR)5 16 BR 58
3.2. 2.4 W ARVFR T IERAERT FQDN B2, Bl Bl AT 1P #uhik (3] (s BR
3.2.2.5.3 [ IP BGAEF L)

-17 -



3.2.2.5.4 JEILIRFTARIRA TP B R A1 1G5 A A a0 A F s N BEAIE TP Huhbid KR i)
W 57, AN HR UG A TP Muhk A4 ] CIKHE BR A 3. 2. 2. 5. 5 1Y 1P BGAEIME) ;
3.2.2.5.5 RE R EAN TP HihlkZ5 % DV 1 EV i F5;

3.2.2.6 HEPCAFIE A IR IR )

X FIERCAT AL, RBONAS BE B BT A 13844, B DR384 2 R UE R T H
N

R AR B 20 BT A (U (3840 B A sk An A 3L 2R B b 34 VR A B LR 4%
il A3 A% BOEFS FRAUE TS, BRARLT P B8 UE I L 5 A2 i i34 1 i A i 44 25 1)

3.2.2.7 H IR AR

3.2.2.7.1 BUREHEYR

RIS AR HE IR GEMHLA L&) fEE M EAE, Wa &
L, &5 https://www.itrus.com.cn/repository o

R BAR AEASE PRI (R SRR R R, o Se A S AT SR B R

3.2.2.7.2 B IR HERA L

TEAS AT AT AU R A S o] S5 B B IR 2 BT, KBRS X 2R IR I TS . HERf
M, O ek ph i TR T IR, JE5F CAB 3% BR £ 3.2.2.7 FY. EV Guidelines
11.11 0 BRI ER, BB LTI ER:

1. B B AR R ;

2. 5 ERUE ISR AN

3. Bdl R R s Y H A

/N AN A& RS TR R R

5. D B AR B A HEE

KRB K MBS =7 BE SR BEN IR SR IO, FFREAT 3.2 BT HYSEHIE TAE

-18 -



3.22.8 NIEHLIGIEAL (CAA)

X T RBOBAE R I A SERTEAE R SSLAEF, FEUFBEERZHT, RIBOER A 52
RAEFS T8 44 R T (18— dNSName il CAA L RS Er . RIS K 7E 1 CAA
W3R 8 /NN, ANEFS G K BGIEF . T 8 /NN, KBNS ¥ HHTiEAT CAA K
.

KBRS IR IE RFC8659 HIME AL HE “issue” «  “issuewild” K “iodef” fJ&@ M Fx
R A7 “issue” . “issuewild” FRZEHAELE “itrus.com.en” A1 “itrus.en” , WK BMAS
AR X REUEFS s 4 UEF I R B A ad I 1 R BO{E B FQDN Fir g 35 1) 22 4= g
I, 27 CAALKAHHIL “iodef” #5%, NIREIN(E R 7 CAA iodef ic3HHLE HIIE R A
R I 22 R BRUE 517 SR AR 5

RBAE LR 51 CAA 10 5 B R R LA w28 RAIE 45 1) %A«

1) ZEAF R B B HE Al A H A ) CAA TSR R

2) /b2l —IRE BT AR CAA LR

3) 34 FTTE X S AN A7 7E 45 1] ICANNA AR [X 350/ DNSSEC 56 iiE 5% .

323 MAEmHEIET

FEA CPS N, KBS H AT R K SSLAET, AR N B & HE
5. fEHITE OV F1 EV AL SSLEFR, anfF AT/ NG B L,  RBOHAS 8 QT 451
T3

1. AT AR 2/ — N G R BU A R I S (PR BB e, R S
HEAF BRI 2R (T HEA R AR IGUE B NI EES s RIS 8 BURF LI Bk
5 =07 G BAR VR AT I 50

2. THOXTHEE AR, B DLUHAR F S . IS BR 5T U A S 0 RS B S

3. X TZABMNBEAT HAE 1, SEFR AT 3 B A5 I E W] SO

324 BHRBIERITFER

B3 B R0 8 R R T P £
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3.25 RN

ARAT P ERE B S I EE S0 E S L, REGEE M 3.2.2.1 1
A IR QA8 IE AR TS VR B o] SE @IS 2, IR XM B 5T P ARER AT P 4
A MBUERIR (ERSEARTIT T EZEWE. AR azE. NARIEETT #iE
A5 B S

AARAT P UL A E U AR AN IR BN 4 AN S AR ATl A
UEASIE R e RIBNASE AT LA 1T 7 3R it HoA% S i 2 1 45 S R o

3.2.6 HIEEEHEN

RBOAS PT BLS oAt B 7 AR AR 55 HUREAT LA, ZERAZH FAIEAR S5 ILE Y CP
L CPS L ZURF & RIBNAE CP IIEEK, JF 5 RBUNAE 28 A Lo

IR AR SRR HA BOR, R R A T

b AT, RS AR R R AT A XA UE RIS .

3.3 WHEFFERIIFIRSERN

331 HEHMRFEHAEFRIRRE LR

KRB SCRAEA ROW N HEAS T P 3T B AT EEFE R, 1T AT DA AR B — B i
FECPIRT AR R e LA A P %8 B X B BR300 ) B

e SRR, KBRS 2T P SR RO — B eSS, FriEs
A5 IHIE R 85 B AR — 2 B RA R0 S FAE A .

332 MEZEHEAEFRNIRREER

TR BEAR R 7 48 Ja UE 5 AN HEAT 3 B S
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3.4 BEERIIER RS LS

FER BORAS BIEFE S5 oh, AR AR TE KR AT LR EAT 7, ARHT, ST S R
FEb, MRBE I LERRE (WA CPS 25 4.9.1.1 W FTAMXEE) , AHUKE
AT et .

W T, R AR RS, R REOBEIRASIE R, RO E
SRR PRS0 AR RL @R TT 5T PR, B M A IE T I N U S22 1T P AR
N, BOH HARRCE o A AN R R, Gl 7 2R DUR A N — A LA Bl A%
H. e-mail. HFZEF BRI RS .
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4. EPAar ABIRAEE R

41 UFBHEE
411 EPFHESE

WP HE SR RGN AL A E sk,
412 HEMTESIME

SSL iEByEMRIERT & CAIN S 28181% (CA/Browser Forum) it www.cabforum.org
RATHIFRTE 2K

IR N A 7T S . RGBS CP e A CPS & U E4) e ZE I, 42 b
KFAUEE AL SR S5 AR IR DC N 2%

R I ) R BOM(5 58 SSL IR S HAE 3R SO SEUE B SO, IbAT N R IR G I &
C4 [z EiR %

HIE & B E AT P A 5, 77 PKCS#L0 UEF53E RS 3F 6 A8 48 R Bimifs, I 304+
FHL % FH o

WA TR R BB AE PR AL ST 58 B AN AERA IR TS B s (5 B AT BTk

KRB AR T P SR A AIE TS H (S S5 S e W] BORM — B & AR, RIS 7K
FHAH B A% BT

R (R N RILRIE 25 4405) KRLE, BEE R IR R BOEIR L E S, 58 %A
MG R, BE A AT, SRR REGEGE AR R, AR %
R DT

4.2 UFBHE LR
421 PATRBELEHIThRE
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FL ERIT. FUEA | A BT, A A MLt, @4
%o o EV iE15:
A ER, P, EH
%, Wgw, M-S, W
HRbhE, JEMhbE, 0
CA/B Forum |- EVGL
5 9.2 BT REF—
#, HAEE 9.2 &y
e 2 AN AR B
A K-BF | 4096bits RSA 2048bits RSA 2048bits RSA
384bits(P-384) ECC | 256hits(P-256) ECC 256bits(P-256) ECC
FEARLHK | CAIEPHIFEARIRS] | CAUEPHIFEARRKIY | 17 EBRFEARR S5
PrRIUR AR | RO R AR | I AR N &
Bk CA N CA 28524k (End-Entity)
WeREH | TohENE Tk IR 55 2% 3 B ik
2 (#2019.1.1 LUEAI | (1.3.6.1.5.5.7.3.1)
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g CAUES, s | 5 i B A7 Bk
MEE Y ) (1.3.6.1.5.5.7.3.2)
RN | o B8 THUKE CARY | BEMUAE TR E R
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Forum H{x 4 [#) Policy
Identifier. L& T HUK
# CA 1] CPS KA shuhik:
CRL7MK | T PN EE R H1 KBS T 7€ ) CRL
= CRL KA Y™ T, RAT R I, AKHT
WHRTT ATARYE 2y | AIARE 29 e TR A Y
TR LR AT B | M AT 2 CRL.
T3 CRL.
WURHLE | £ & TR OCSP | A& Tk i OCSP
15 25 i) M 97 A bk M) 37 i Ak
(accessMethod = (accessMethod =
1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)
5 TR EIERR | B TR F IRV
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1.3.6.1.5.5.7.48.2)

THAE | BHAERECAE | FHAEENCE | X TIT PR, 100
I AITE TR | FIATHESIR Tfh | ATkml, RSA FEIET
ik, XfF CAIET | FHi&. »T CAIEPH | %4IHi%LA Digital
WA, 200N | BHAE, 008K | Signature, Key
FEEY R . R, Encipherment (a0), ECC

SRR HEHRIEN
Digital Signature (80)

USRS | AR AE R BRI | SR AR WA | R AR R TR

I} ] [, A ), {3 ], A%
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00

UERZE | IR A | AR R R R E WA | SR RS H A

I ] ], A H ), & 6], s H]
UTC/GMT+08:00 UTC/GMT+08:00 UTC/GMT+08:00

7.1.3 BHENZRRRFF

R AR 28 KB AR 5,
sha256ECDSA. il sha384ECDSA.

28 1 bR IR 45 N sha256RSA . sha384RSA .
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714 Z#HER

FRBRAE 3 K (R 45 44 B SUR A SUR N 2545 & RFC5280 IR, HAT & CA/B
Forum Baseline Requirements H1 7.1.4 &5 1 E3K .

715 ZRRRH
THE -
7.1.6 EFREEXT RATIRAF
UEF SRR RARIRFT[AA CPS 28 1.2 715 .

707 SRmSRRY R IR YA

7.2 CRL
RIBIWAE & WK CRL, AT PRI A s
721 WAES
RIS HRIET BRI PR AT & X509 v2 HIRRA Rt sREE R
7.22 CRLM CRL % BV BW
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® CRL HJWAS: FAIRFEE CRL WA R, REGEERMBZHMIETS X.509 V3
iR CRL X.509 V2 B A

® BB KBS RH sha256RSA Fil sha256ECDSA %544 Hik: .

® BRE: TREZRNMN DN &, HEX. & W P, AT TAE 4 A
Jio

® LT IE]: fRE AN H I EME, I PARPIA CRL A2 B H] o

® SN E] . fRE —ANHWIEEME, FIPAERBIN —ik CRL K Z AR ] CA PR
s A 380D

o MPHIEFFIR: RECELMMINERFIER. ARFIE P &G IUEF T F1 5 FHE b
188 1) E ST T8

o TR BZEHRRIRS (Authority Key Identifier) : ATibRIHHRIHIELE CRL 125
VAT EREHEA A — CA ML AR E 5 o

® TR RAGHTE (Next CRL Publish) : #5& —/HEA/MEME, FHUERHET—IK
CRL 4 Z R A R I TH] o

o R4 EEMAARS (Reason Code) : H TH'Z% CAE CRL, fith mH)sH.
R BAE A LLR SR EARHS, 1By % CAUEFS 4 a4 S AT
Code 2, CA FAiHIMEHR
Code 4, MEPRLIE T URAE A BRFAh AN S 4 J5L BRT T 8 3 )
Code5, ZIbATH CHThZOEBAFMEHM M.

7.3 OCSP

KRB IMNIE R G T OCSP iR%s, k) OCSP MM 54 RFC6960 Frife, 1ZbnitE
SE ST bR v B SR A N A5 B 2 DA E TR A

731 A5

RFC6960 & X '] OCSP V1 fit A,
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7.3.2 OCSP¥H BT

5 RFC6960 — (.

7.3.3  OCSP &K Ml B 4b B

S
) o

—/> OCSP i KA & LU Hlls . Whis oA RSS2SR HARIEFbR IR A AT 14 g 10
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o {55 IR 1L

® i B [l 55 2% 45 G L 4R 161 SR Ak 55

RS TN RS A e B RIS, WARAET ek kR RCA A2, A4 OCSP ik

S e MRS R WA, R BN E R .

FITA 2 1 1) RS o R B AIE 1535 A s AT B a8 44, EEPIRIRS 0. i

BHER. SR R BIEAEE BN 4.

® o] BiETLMIARA

® i b [ 55 45% 44 B

® i Rl A5 [l

M 7 7 A R B ]

AlIEY R

B FIEN BARRTT 5

xRl 2 A5 B A 22 44

AR A, OCSP RS5as iR [Al— MRS S, XSRS E A RIS IE PR

HEYPINEA . NG R TR .

® KIS AALE R (malformedRequest)
® B4R CinternalError)

® EHHE Hk (trylater)
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® KIZA (unauthorized)
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9. AN MEHEES
91 #H
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B 28 SEAR AT AR A CPS MUAE BRAE R HTR A S (il g A5 e 555) BERAR R
FATHA R B B2 DT QR E B E 3T IRRAM) ©
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RBRAE XHHEIEA CPS 2 9.9 11 I X e 28 SL AR HEA PRI 4 534

93 WHFIEEHEE

931 HREEFEEHEHE
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D iR AHE, REEHE. AMHERNER, X8ERBBREE
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T, AR R AR RS B BT, L AUR I AR T B B et AT IR
7
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Ko PREAG RIIFTA & N AR S B T A TR EE B 51 I BT I 53T .

MR BAETEAT AT EHL VR A AR AR Ed iR P R, 2
JUERBEAR CPS AL IR B SN, R BOMAE LA IRV . VR DA R 1t (i 23K
APGER T T A A R G R, RGOS T AR 3T . X AR A NE R T
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D TR RBOEE S0 5 e 5 i, SRR ALY .
2) AT PIERAR A

3) AT AE AL

4 AT HRATIK S .

5) HRBOE . REGRAEENHETT B

9.4.3 AEMABRKIER

AEAUEFT P RS BARBEART U TME R
D AEBREREFER

2) Ik BT

3) WA B

4) T FIEAE Mk i) B R AL

5) AT LT HRAR
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9245 FHBAEENEMEHERE

B (4 RIUE 4135 BRI 5T P A B AL KR T 55 1 2 4 B4
AT RS B

B A 2 AL 20175 0 e 40 50 LB PR i S TEE 54T (B3 8 I
RREST P AR I KL SR R B, RIS R 20T P B AL f3 B R

AR =TT .
9.4.6 RIEFRBITBEFKIGESHE

IR ATBOA MR, BRoE. a5, T AlAIUT BUA AT BT &
B, RBOAS R IE MU n] BE 75 BoRAT A5 BAET 7 AR B AN KO (115 D0 R 2 1A 5%
PIEHLIG S ATBHATHLIG. B BUXME I, RS S HE LA R R ) e st prd
P FEAME R .

0.4.7 HAihfsEHEEEL
Xof HoAth {5 2 3% 25 2 ) TR T A
95 AR/

R BEAT ST T OR BN TR BT 25 R B8 UE 5 AR IR B A5 208 3 ool 252 45 ot 2R 40 %o
AMAARFIRBE TR TRk B, (EESEREERL TRIBEERIR AL

RBOAE X B FUET R ZZ AR S Fai 728G WK BE
TR 7 41 81 2% A e rh A5 B A A R R

RIS XA CPS KAHK I iz & & B LA ST A S AL, [FIARHE Mozilla
Root Policy, Mozilla A] fEi&E CC BY 4.0 WM (AT $2 R 14 H 4 CPS

UEFAT ORI B R B 45t HOE P B & IR AR . IR S5 A 2 R i 42 A0 R 53
LA FIR L

TIE R 25 R A UE 5 = A g 7 S A 5 SEZAARHAT 2 PR R P A
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RBAEFESAE F I E RS IE B R e T P B R VR a0 R

1) ZREAT P BEBFF & A CPS [T A SE BT IEZK .

2) B FEF AT FrEARAT A CAN Y, ARFAEA R _EFEMALT T BAETS A Rt AT T SE PR
.

3) KR4 CPS IR M A8 E S

4) 5 RIBWAS 5T o REE, MR BONAE 51T 7 &G 5A ZH T AT BT 7 HRL
07 AT AT S CA AR 1R I5 K A ) Baseline Requirements S5 25K 75 K JEL
WS 51T IR — SR A Gk, U H i A AR Cl mI A 255
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ST SR DRAIE T T e VR AEFH 0 B 1
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0.7 HERBF
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® TN R RIS TR R AU IE B A RS PIN 5, A5t

PIN i BCRE £ 7l 45 28 i B S S At 5

® I EN ] ORI YIS BTN, N A R TR 2 R G

-74 -



® IR M T AR R BCE rTRE DA R, N2 SN R R
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9.10.1 A XHAR
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THLHE.

10.2 M#EB: CA iEBEE

*EE:B%‘AE\:

WRA4# | vITrus Root CA vTrus ECC Root CA

e CN CN

ZH R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

W% | vIirus Root CA vTrus ECC Root CA

ISk 43e37113d8b359145db7ce8cfd35fd6f | 6ebabch9aab3be983967a2d26bad3beb6d
bc058d45 1lcd6da

BHRH | 254 25 4F

ot H | 2018-07-31 15:24:05 2018-07-31 15:26:44

A

F) W H | 2043-07-31 15:24:05 2043-07-31 15:26:44

A

Sk RSA (4096 bits) ECC(384 bits)

SHA256 8A:71:DE:65:59:33:6F:42:6 30:FB:BA:2C:32:23:8E:2A:

¥ear C:26:E5:38:80:D0:0D:88:A 98:54:7A:F9:79:31:E5:50:4
1:8D:A4:C6:A9:1F:0D:CB:6 2:8B:9B:3F:1C:8E:EB:66:3
1:94:E2:06:C5:C9:63:87 3:DC:FA:86:C5:B2:7D:D3

% 44 | sha256RSA sha384ECDSA

2%

FCABE

iE P 4 | vIrus DV SSL CA vTrus ECC DV SSL CA

i

e CN CN

2H 21 iTrusChina Co., Ltd. iTrusChina Co., Ltd.

#HH4 | vIrus DV SSL CA vTrus ECC DV SSL CA

mik# | virus Root CA vIrus ECC Root CA
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15

5663e4e2e84aad4f80afalfeld4ab784f
ec000c9b

17ba09a8118e368368c25e5elceldabf284
839ded

BRI | 20 4 20 4F

# 45 H | 2018-07-31 15:35:45 2018-07-31 15:43:31

A

] Hi H | 2038-07-31 15:35:45 2038-07-31 15:43:31

A

vk RSA (2048 bits) ECC (256 bits)

SHA256 SF:7E:8B:4A:8C:11:BA:F2: C9:7E:36:CE:BF:15:80:AB:

¥eur CB:E6:45:9B:47:FD:B6:D5: 1B:DA:D6:1C:1D:53:B0:5C:
0C:02:85:C4:A9:94:F4:EE: 75:81:9E:85:D9:37:21:4B:E
F2:FE:51:60:AA:0A:B7:8A 6:84:C8:59:B2:2D:45:E0

2% 4 | sha256RSA sha256ECDSA

%

iE 5 44 | vIrus OV SSL CA vTrus ECC OV SSL CA

i/

e CN CN

2H 2 iTrusChina Co., Ltd. iTrusChina Co., Ltd.

4 vTrus OV SSL CA vIrus ECC OV SSL CA

Mk | virus Root CA vTrus ECC Root CA

)5 1fa43d72635e7b138135eef39ccfc9dd | 6dalodf12fabb62cebl173c46bcaa9fa90b
c3477986 eed246

BRI | 204 20 4F

# 45 H | 2018-07-31 15:33:57 2018-07-31 15:41:18

A

I # H | 2038-07-31 15:33:57 2038-07-31 15:41:18

HH

(= RFR RSA (2048 bits) ECC (256 bits)

SHA256 A5:3B:5C:9B:B5:AD:92:70: 23:58:1E:F1:92:1D:F2:F9:2

=EAY 3D:C4:F7:7F:E6:4D:91:3A: 9:0D:BA:0D:4D:4F:48:A9:

23:9F:D3:72:07:3A:48:E2:7
A:04:81:58:0A:56:37:C4

TF:98:AE:AE:FB:5E:33:50:
B3:F7:05:82:E8:CD:BE:78
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sha256RSA

sha256ECDSA

iE 5 44 | vIrus EV SSL CA vTrus ECC EV SSL CA

i

e CN CN

ZH R iTrusChina Co., Ltd. iTrusChina Co., Ltd.

1H FH 44 vTrus EV SSL. CA vTrus ECC EV SSL CA

Mk | virus Root CA vTrus ECC Root CA

755 7d746ea36e2136270e8fc2e2456d229¢ | 302282d66df3b37a7fbbf373d4ae8e7che
b90c80b7 125376

BRI | 20 4 20 4F

#o 4h H | 2018-07-31 15:31:06 2018-07-31 15:39:20

A

F H1 H | 2038-07-31 15:31:06 2038-07-31 15:39:20

HH

vk RSA (2048 bits) ECC (256 bits)

SHA256 F3:AA:6D:71:2A:15:F6:3F:83:50:80 | BD:30:C0:D1:E7:AC:B8:3E:FC:4F:5F:6

84 249:79:DB:54:24:19:A6:1B:2B:1D:2 | C:62:F8:F3:A5:79:BA:B2:75:27:AF:AE
2:E7:56:C4: 17:AB:FE:8D:74:A3:CA | :66: 6C:69:6C:3A:86:71:75:F1

2 4 | sha256RSA sha256ECDSA

%
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